VZCZCXYZ0012 
00  RUEHWEB 

DE  RUEHTV  #2736  3520944 
ZNR  UUUUU  ZZH 
0 180944Z  DEC  09 
FM  AMEMBASSY  TEL  AVIV 

TO  RUEHC/SECSTATE  WASHDC  IMMEDIATE  4642 
INFO  RUCNFB/FBI  WASHDC  PRIORITY 
RUEAIIA/CIA  WASHDC  PRIORITY 
RUCPDOC/USDOC  WASHINGTON  DC  PRIORITY 
RUEKJCS/SECDEF  WASHDC  PRIORITY 
RHMFIUU/HQ  BICE  INTEL  WASHINGTON  DC  PRIORITY 

UNCLAS  TEL  AVIV  002736 

SENSITIVE 

SIPDIS 

PM/DTCC  - BLUE  LANTERN  COORDINATOR 

E.O.  12958:  N/A 
TAGS:  ETTC  KOMC  IS 

SUBJECT:  RESPONSE  TO  BLUE  LANTERN  LEVEL  3 POST-SHIPMENT 
END-USE  CHECK,  LICENSE  050170260 

REF:  STATE  116599 

^1 . (SBU)  Per  ref tel.  Office  of  Defense  Cooperation  (ODC)  MCPO 
confirmed  the  Israeli  MOD'S  continued  possession  of  two  Gen 
III  FOM  1600  "Astroscope"  image  intensifiers  during  an 
inspection  on  December  16.  The  two  Astroscope  image 
intensifiers  (serial  numbers  40992  and  41016)  are  stored  at 
an  IDF  facility  in  Herzliya  (approximately  15  kilometers 
north  of  Tel  Aviv) . The  image  intensifiers  are  stored  within 
a vault  in  a secure  room  accessible  by  a magnetic  card  swipe 
and  authorized  fingerprint  pad.  The  facility  unit  commander 
possesses  the  key  to  the  vault;  the  commander  must  approve 
any  use  of  the  image  intensifiers.  Facility  officers  noted 
that  the  equipment  is  visually  checked  daily;  a corresponding 
weekly  report  confirming  these  daily  inspections  is  forwarded 
to  the  IDF  chain  of  command.  Facility  officers  claimed  the 
image  intensifiers  are  being  used  only  for  the  purpose  stated 
on  the  export  license.  Kobi  Fogler  from  the  MOD'S 
Directorate  of  Security  Defense  Establishment  (MALMAB)  also 
was  present  during  the  inspection. 


CUNNINGHAM 


